[Mamsarka no nHGOpMAIMOHHOM 0€30MIACHOCTH

C KaxAblM rogoOM MOMOAEXN B WHTEPHETe CTaHOBWUTLCA OO0/bLue, a
LUKO/IbHUKN OfHM W3 CaMblX aKTMBHbIX MOnb3oBatesiel PyHeTa. Mexay Tem,
MOMWMO OFPOMHOr0 KO/IMYeCTBa BO3MOXXHOCTEN, MHTEPHET HeCeT U Npob6/embl.
JTa NamATKa Lo/HKHa NoMOoYb Tebe 6e30MacHO HaXOAUTLCSA B CETW.

KomnbroTepHbie BUPYCHI

KOMMbIOTEPHbI BUPYC - 3TO PasHOBMAHOCTb KOMMbIOTEPHbIX MPOrpamm,
OT/IMYNTENbHON 0COGEHHOCTLIO KOTOPOI ABNSETCA CNOCOOHOCTL K Pa3MHOXEHWIO.
B 0nofHeHMe K 3TOMY, BUPYCbl MOTYT MOBPEAUTL MM NOMHOCTLIO YHUUTOXMUTb
BCe (haiinbl 1 faHHbIe, NOAKOHTPO/IbHbIE NO/ML30BATENIO, OT MMEHW KOTOPOro Obina
3anyllleHa 3apaKeHHas MporpaMma, a TakXXe MOBPeAnTb UMW AaXKe YHUUTOXWTb
OnepaLMoHHYI0 CUCTEMY CO BCeMu (haiinamu B LIENOM. B GONMbLUMHCTBE CNy4YaeB
PAcNPOCTPAHAIOTCS BUPYChI YEPE3 UHTEPHET.

MeToAb! 3alMThl OT BPeAOHOCHbLIX MPOrpamMm:

1. Vicnonb3yi coBpeMeHHble OnepauyoHHble CUCTEMbI, MEIOLLME CEPbE3HbIT
YPOBEHb 3aLL1Thbl OT BPEAOHOCHBIX NPOrpaMm;

2. TlOCTOSHHO YyCTaHaB/MBail nayTy (UUPPoBbIe 3annaTtkuv, KOTOpble
aBTOMaTUYeCKN YCTaHaB/MBAlOTCA C LeNbio J0paboTKM MporpaMmbl) U Apyrve
O6HOBNEHMSA CBOEW  OMepaumMoHHON cucTemMbl. CKaumBai WX TOMBKO C
ouymanbHoro canta paspab6otumka OC. EcnM  CyUecTBYET  pPexum
aBTOMaTUYeCKOro 06HOB/IEHNS, BK/HOUN €TO;

3. PaboTali Ha CBOeM KOMMbiOTepe MOZ MNpaBamu ToNb3oBaTens, a He
agMUHMCTpaTopa. DTO HE MNO3BOMMT GOMbLUNHCTBY BPEAOHOCHLIX MPOrpamMm
VHCTaNIMPOBAaThCS HAa TBOEM NMEPCOHANILHOM KOMMbIOTEPE;

4. Wcnonb3yil  aHTMBMPYCHble  MpOrpamMmmMHble  MPOAYKTbl  M3BECTHbIX
Npou3BoAMTENEN, C aBTOMATUYECKNUM 0OHOBNIEHNEM 6as3;

5. OrpaHuyb (M3nYecKuii 4OCTYN K KOMMNbIOTEPY AN NOCTOPOHHUX NNLL;

6. Vicnonb3yii BHeWHWE HOCUTENM MHAOPMaLMK, Takue Kak (eLlka, AMCK
UnK thaiin 3 UHTEPHETa, TONbKO M3 NPOBEPEHHbIX UCTOYHIKOB;

7. He OTKpblBaiA KOMMNbIOTEPHbIE (halifibl, MOMYUYeHHble W3 HEHaAEXKHbIX
WCTOYHUKOB. [laxe Te (haiinibl, KOTOPble NPMCNan TBOW 3HAKOMbINA. JTyulle YTOYHY
Yy HEero, oTrpaB/sif I OH Te6e KX.

Cern WI-FI



Wi-Fi - 3T0 He BM[ Nepefayn faHHbIX, HE TEXHO/OMMSA, a BCEro nLb 6peHa,
mapka. Ewe B 1991 rogy HupepnaHAckas KOMMaHus 3apeructpupoBasia bpeH[
"WECA", uto o0603Ha4ano cnosocoyeTaHne "Wireless Fidelity”, KoTopblit
NnepeBOAMTCSA Kak "6ecrnpoBojHas TOYHOCTL".

[10 Hallero BpemMeHn foLuna apyras abbpesmaTtypa, KoTopas SABNSETCA TaKoW
Xe TexHosnorven. 1o abbpesmatypa "Wi-Fi". Takoe Ha3BaHue Obl1I0 AaHO C
HaMEKOM Ha CTaHAapT BbICLUE 3BYKOBOW TexHWKM Hi-Fi, 4To B nepesoge
O3Ha4aeT "BbICOKas TOUHOCTbL".

[a, 6ecnnaTHblii MHTEPHET-A0CTYN B Kade, OTeNsX U aspornopTax ABNseTcs
OT/MYHON BO3MOXHOCTbIO BbIXOAa B MHTEPHET. HO MHOrmMe 3KCnepTbl CUMTAMOT,
4To 06LWenocTynHble Wi-Fi ceTn He sBnstoTCcA 6e30MacHbIMU.

CoBeTbl No 6e30macHOCTY paboTbl B 06LeA0CTYMHbIX ceTax Wi-fi:

1. He nepepasaii CBOKO NIMYHYO MHGopMaLmMio Yepe3 obuwenocTyrnHble Wi-Fi
ceTn. PaboTas B HUX, XKenatesibHO He BBOAWTbL Maposiv AOCTYNa, NOrMHbI U Kakue-
TO HOMepa;

2. Ncnonb3yih 1 06HOBNSAIN aHTUBMPYCHbIE Nporpammbl U 6paHamMayep. Tem
cambIM Tbl 06e30nacuLlb Cebsi OT 3aKayuKu BUpYyca Ha TBOe YCTPONCTBO;

3. Mpw ncnonbzosaHmn Wi-Fi oTKaoumn @yHkumio "O6Lmin goctyn K dainnam
N npuHTepam”. [aHHad (yHKUMA 3aKpbiTa MO YMONIYaHWUIO, O4HAKO HEKOTOpble
No/b30BaTeNN aKTUBUPYIOT ee Ans yA006CTBa UCMONb30BaHNA B paboTe unm y4eobe;

4. He wucnonb3yin ny6nuuHbii WI-FI ons nepefjayum NUYHbIX [aHHBIX,
HanpuMep 414 BbIX04a B COLMabHbIE CETU UMW B 3IEKTPOHHYIO NOYTY;

5. Mcnonb3yil TONbKO 3aluileHHoe coeanHeHne vepes HTTPS, a He HTTP,
T.e. Npun Habope Be6-afpeca BBOAN MMeHHO "https://™;

6. B mMobunbHOM TeneoHe OTKAUM (hyHKUuMo “TloakntoveHne K Wi-Fi
aBTOMartmyeckn". He pgonyckain aBTOMATUYECKOro MOAK/IOYEHUS YCTPONCTBA K
cetam Wi-Fi 6e3 TBoero cornacus.

ConmaJjibHbIE CeTH

CoumanbHble CETW aKTUBHO BXOAST B HaLLy XW3Hb, MHOTVE Nt0AM paboTatoT 1
XMBYT TaM MOCTOSIHHO, a B Facebook yxke 3aperncTpupoBaH Munvaps YenoBex,
YTO SIBNSIETCS OAHOW cefilbMOli BCeX XUTeneit nnaHeTbl. MHOrVe Nonb3oBaTenu He
MOHMMALOT, UTO MH(OPMaLMS, pa3MeLLieHHas UMW B COLMA/bHbIX CETAX, MOXET
OblTb HalifleHa M MCMoNb3oBaHa KeM YrofHo, B TOM uucne He 06s3aTeflbHO C
GnaruMu HamepeHMsMM.

OCHOBHbI€ COBETbI N0 6€30MacHOCTA B couMnabHbIX CETAX:



1. OrpaHnyb CNMUCOK ApYy3eid. Y Tebsi B APY3baX HE AO/MKHO ObITb CyYaiHbIX
1 HE3HAKOMbIX NOfeN;

2. 3almiLar CBOK YaCTHYHO XM3Hb. He yKa3sblBail naposnu, TenedoHbl, agpeca,
AaTy TBOEro POXAEHWUA W OPYTYH NNYHYK MHMOPMaUUIO. 3/10YMbILLIEHHUKN
MOryT WCMONb30BaTh [aXKe WHMOpMaLMO O TOM, KaK Tbl U TBOW pPOAUTENN
naaHMUpyeTe NPOBECTU KaHUKY/bI;

3. 3awmiaii cBOKO penyTaLuio - AEPXKN ee B YMCTOTE 1 3aAaBaii cebe BOMpOC:
X0Ten Obl Thbl, 4YTOObI [Apyrve nonb30BaTeNM BWUAENW, YTO Thl 3arpykaellb?
MoayMaii, npexxae Yem YTO-TO OMy6/IMKOBATb, HANUCaTb U 3arpy3nTh;

4. Ecnv Tbl TOBOPULLL C NtOABbMU, KOTOPbIX HE 3Haellb, He UCMO/b3yi CBOE
peasibHOe MMSA U APYTY0 IMYHYK0 MHOpMaLUKN: UMS, MECTO YKMUTebCTBa, MECTO
y4yebbl 1 Npouee;

5. V36erain pasmewieHns otorpaduin B IHTEpHETE, TAe Tbl M300paXXeH Ha
MECTHOCTW, N0 KOTOPOI MOXHO ONpeae/inTb TBOe MeCTOMO/OXKEHNE;

6. Mpu peructpaumm B COUMANbHOM CeETM HeOoOXOAUMO WUCMO/b30BaTb
C/IOXHble Naposn, CocToALMe U3 BYKB U LUMP 1 C KOJIMYECTBOM 3HAKOB He MeHee
8;

7. [Ons  coumanbHOW CETW, MOYTbl U APYrMxX CaiiToB HeobXxoammo
MCMNONb30BaTh PasHble Naponn. Toraa ecny Te6s B3NIOMAOT, TO 3/10YMbILLIEHHUKY
Mony4ar JOCTYN TONbKO K OAHOMY MECTY, a He BO BCE CPa3y.

JJIeKTPOHHBbIE IEHbI'U

ONEKTPOHHbIE [eHbIN - 3TO OYeHb YAOOHbLIA CrNOCO6 MAATEXeN, OfHAKO
CYLLIECTBYIOT MOLLUEHHMKW, KOTOPble XOTST NOMYUUTb 3TN AEHbI.

ONEKTPOHHbIe [1eHbIN MOSBUANCH COBCEM HEJaBHO M MMEHHO M3-3a 3TOr0 BO
MHOMMX rocy1apcTBax A0 CUX MOpP He NMPOMMcaHo NPO HUX B 3aKOHAX.

B Poccuu e OHN PYHKLMOHMPYHOT U 0 HAX Y)Ke MPONMcaHo B 3aKOHE, IAe MX
Pa3fenstoT Ha HECKO/bKO BUAOB - aHOHMMHbIE U HE aHOHMMHbIE. PasHuLa B TOM,
YTO aHOHUMHbIe - 3TO Te, B KOTOPbIX pa3pellaeTcs MNpoBOAMTbL onepauun 6e3
NAEHTUMKALMKX NONb30BATENS, a B HEAHOHUMHbIX MAEHTU(MKALMA NONb30BaTENS
SIBNSIETCA 00513aTENbHOA.

Takke CneayeT pasnuuaTb  3MEKTPOHHble  (maTHble feHbMM  (PaBHbI
rOCY[apCTBEHHbIM BantoTaM) W 3MEKTPOHHble He(MaTHble [eHbMM (He paBHbl
roCyJapCTBEHHbIM Ba/ltoTam).

OCHOBHbI€e COBETbI N0 6e30MacHom pa60Te C ANIEKTPOHHBIMW AEHbIaAMW:



1. TIpMBAXKMN K cHeTYy MOOU/IbHBIA TenedoH. 3TO camblil YA00HbIA U BbICTPbIN
cnoco6 BOCCTaHOBUTbL JOCTYN K cyeTy. lNpuBsA3aHHbIA Tene)oH MOMOXET, ec/iun
3abyfellb CBOM MNaTeXHblit Naposib WM 3aifellb Ha calT C He3HaKoMOro
YCTPOWCTBA;

2. Wcnonb3y opHopa3oBble Maponu. [llocne nepexofja Ha YCUIEHHYHO
aBTOpM3aumio Tebe yxe He OyAeT YrpoXkarb OMacHOCTb KpaXku WM nepexsata
NnnaTe>xHoro napons;

3. Bblbepn cnoxHblit naponb. pecTynHukam OyaeT He NPOCTO yradaTtb
C/IOXKHbIV Nnaposb. HazeXxHble Naponun - 3To Naponu, KOTopble cogepaT He MeHee
8 3HaKoB M BK/KYAKT B Ce6A CTPOYHblE M MPOMUCHble OYKBbI, LMDPbLI U
HECKO/IbKO CMMBOJIOB, TaKmMe KaK 3HaK fonnapa, oyHTa, BOCKIMLATE/bHBIA 3HaK U
T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NINYHbIE flaHHbIE Ha caliTaX, KOTOPbIM He JoBepsielLb.
JJIeKTPOHHAS MOYTA

ONEKTPOHHast MoyTa - 3TO TEXHONOTrWS U MPeAocTaBNsieMble et YCiyru no
MEPECHIZIKE W NONMYUYEHNIO 3NEKTPOHHbIX COOBLLEHWNIA, KOTOPbIE PacNpeaenstoTcs B
KOMMNbIOTEPHO CceTU. OObIYHO 3MEKTPOHHBIA MOYTOBLIA  SLMK  BbIFSAUT
cnefytoLyM 06pa3oM: UMS_N0Nb3oBaTeNs @uMs_AoMeHa. Takke KpoMe nepeaayn
MPOCTOro TEKCTa, MMEETCS BO3MOXKHOCTb NepeaaBaTh (halifibl.

OCHOBHble COBETbI N0 6€30MNacHo paboTe € 31EKTPOHHOW MOYTOMN:

1. Hago BblbpaTb MpaBW/IbHbIA MOYTOBLIA CcepBUC. B WHTEpHeTe ecTb
OrPOMHbI BbIGOP GecniaTHbIX MOYTOBbLIX CEPBMICOB, O4HAKO /lyuylle JOBEPATb TEM,
KOr0 3Haelllb U KTO NePBbIN B PENTUHTE;

2. He ykasbiBali B IMYHOW NoYTE NIMYHYIO MHGopMaumio. Hanpumep, nydile
BblOpaTh "MY3blKa/lbHbIA_(haHaT@" nnm "pok2013" BMecTo "Temal3";

3. Ncnonb3yn [AByxaTanHyk asTopu3auuio. ITO Korga noMyMMo napons
HY>XHO BBOAWTb KOA, NpUcblnaemblii no SMS;

4. Bblbepun CNoXKHbIA Naposb. [ KaXkAoro noytoBoro Awmnka Ao/mkeH ObiTb
CBOW HaAeXHbIiA, YCTONUMBLIW K B3/IOMY Maposb;

5. Ecnm ecTb BO3MOXKHOCTb HanucaTb camomy CBOW /NYHbII BOMpPOC,
VICI'IO]'Ib3yI7I 3TY BO3MOX>XHOCTb,

6. Mcnonb3yii HECKONbKO MOYTOBLIX ALWIMKOB. [lepBblii AN YacTHOVA
Mepennckn ¢ agpecaTamu, KOTOPbIM Thl J0Bepsielllb. DTO 3NEKTPOHHbIV agpec He
Ha/l0 MCMOMb30BaTh NPU PErMCTPaLMM Ha (hopymax U caiTax;



7. He oTkpbiBali thaitibl 1 Apyrve BMOXEHWA B MUCbMaX, AaXe €CMM OHW
NpULWAN OT TBOMX ApY3eid. Jlyulle yTOYHM Y HUX, OTNPaBASAN /N OHU Tebe 3TK
(hainsibl;

8. locne OKOHYaHWA paboTbl Ha MOYTOBOM CepBUCE Mepes 3aKPbITUEM
BK/1aJKWN C CaiTOM He 3abyab HaXkaTb Ha "BbIATK".

Kun6epOysIMHT UM BUPTYAJbHOE M3/1€BATEILCTBO

KnbepbynanmHr - npecfnefoBaHWe  COOOLLEHUAMKW,  COAEepKalnmu
ockopbneHus, arpeccuio, 3anyrviBaHue; XY/IMraHCTBO; coymnanbHoe
GONKOTUPOBaHKE C MOMOLLbIO Pa3INYHbIX MHTEPHET-CEPBUCOB.

OCHOBHble COBETbI M0 60pbOe C KNGepOyNIMHIOM:

1. He 6pocaiics B 60i. JTyywnin cnoco6: NOCOBETOBATLCA KaK cebs BECTU W,
eC/IN HEeT TOro, K KOMy MOXXHO 06paTuTbCs, TO BHayasie YCNOKOUTbCA. Ecnu Thbl
HayHellb OTBeYaTb OCKOPO/IEHUAMU Ha OCKOPO/IeHWsA, TO TOMbKO elle 6osbLue
PasoXOKELLb KOHQ/INKT;

2. Ynpasnsi cBoeil KnbeppenyTaumei;

3. AHOHUMHOCTb B CeTU MHUMas. CyLIECTBYIOT CMOCO6bl BbISCHUTb, KTO
CTOUT 3a aHOHVMMHbIM aKKayHTOM;

4. He cTOMT BECTW XYNUraHCKWIA 06pa3 BUPTYaNlbHOW >KM3HW. WHTepHeT
(hMKcUpyeT Bce TBOWM [AeWCTBUA N COXpaHseT UX. YaanmnTb uX Oyaer KpaiHe
3aTPYAHUTENLHO;

5. Co6ntofaii CBOK BUPTYaslbHYH YECTb CMOMOAY;

6. WrHopupyin eguvHW4HbIA HeratuB. OAHOpPa3oBble OCKOPOMTENbHbIE
CoO6LLEHNA nyylle WUrHopmpoBaTb. OO6bIYHO arpeccusi MpeKpallaeTcs Ha
Ha4aslbHOWN cTagunu;

7. BaH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMU COOBLLEHMAMU, B
CoUMabHbIX CeTAX eCTb BO3MOXHOCTb O/IOKMPOBKM OTMPaBKM COOOLLEHWNIA C
onpefeneHHbIX afpecos;

8. Ecnn Tbl cBUAETeNb KMbepbynnmHra. TBou AeiCTBUS: BbICTYNUTb NPOTUB
npecnefoBaTens, MoKasaTb eMy, YTO ero [AeACTBMS OLIEHMBAIOTCS HeraTuBHO,
NoAaepXaTb >KepPTBY, KOTOPOM HY)XXHa MNCMXONOrMuyeckas MomoLlb, COOGLUMTb
B3POC/IbIM O (haKTe arpeccUBHOr0 NOBEAEHNS B CETU.

MoOuabHbIN TeaedoH



CoBpeMeHHble CMapT(OHbI 1 NNaHLLETbI COAepXKaT B cebe BMosHe B3POC/bIii
(yHKUMOHAN, W Temnepb OHW MOFYT KOHKYPUPOBAaTb CO CTaLMOHAPHbIMU
KomnbtoTepamu. OfIHaKo, CPeACTB 3aLlMThbl ANS NOA0OHbLIX YCTPONCTB NoKa OYeHb
Mano. TecTMpOBaHWE W MOWUCK YA3BMMOCTEA B HMX MNPOMCXOAMT He Tak
VHTEHCUBHO, Kak ansa MK, To )e camoe KacaeTcs U MOOU/bHbIX MPUNOXKEHWIA.

CoBpeMeHHbIe MOOW/bHbIE Gpay3epbl YXKe NPaKTUYECKM AOTHA/IM HACTO/bHbIE
aHanorn, OfAHaKO pacluMpeHne (YHKLMOHana BfeYyeT 3a CO060iM 6OMbLUYIO
CNOXHOCTb 1 MEHbLUYIO 3aLLMLLEHHOCTb.

[laneko He BCe NPOW3BOAMTENM BbIMYCKAtOT OOHOBNEHMS, 3aKpblBatoLLMe
KPUTUYECKUE YSI3BUMOCTY [N CBOUX YCTPOMCTB.

OCHOBHble COBETbI A1 6€30MacHOCTU MOBUILHOIO TenedoHa:

Huuero He ABnseTCs NO-HacTosALEMY 6GecrnnaTHbIM. Byab OCTOPOXXEH, BeAb
Koraa Tebe npeanaratoT 6ecnnaTHbIA KOHTEHT, B HEM MOTYT ObITb CKPbITbI Kakue-
TO NNaTHble YCNyru;

[ymaid, npexxae vyem otnpaButb SMS, hoTo unm BUAEO. Thbl TOYHO 3HAELLDb,
rae oHn 6yayT B KOHEYHOM MTOre?

Heobxo4MMo 06HOBNATL ONepaLoHHY0 CUCTEMY TBOEr0 CMapT(OHa;
icnonb3yii aHTUBMPYCHbIE NPOrpPaMMbl 4151 MOOWbHBLIX TeNe()OHOB;

He 3arpyail NpuioXeHusi 0T HEW3BECTHOrO WCTOYHMKA, BeAb OHU MOryT
cofiepkaTb BpeAoHOCHOe NPOrpaMMHOe 06ecrneyeHme;

Mocne TOro Kak Thl BbliAeWb C caiiTa, rae BBOAWA NIMYHYK WH(OPMaLMIO,
3alian B HAaCTPOKiKK 6pay3epa 1 yaanu cookies;

Mepnoanyeckn NpoBepsiA, Kakne NnaTHble YCNyru akTMBMPOBaHbl Ha TBOEM
HOMepE;

[aBain CBON HOMep MOOGWILHOrO TenedoHa TOMLKO /OAAM, KOTOPbIX Tbl
3Haellb 1 KOMY [0BepsieLLb;

Bluetooth pomkeH 6biTb BbIKAKOYEH, KOrda Tbl MM He Nofb3yellbcs. He
3abblBail MHOr4a NPoBepPATb 3TO.

Online urpsI

COBpeMeHHbIe OHI'I&I7IH-I/IprI - 9TO KpaCO4HbIE, 3aXBaTblBalOLLNE
pa3BnevyeHunA, O6'be,D,I/IHFII-OLLI,I/Ie COTHU TbICAY YeNoBeK Mo BceMy Mupy. Urpoku
nccnegyroTt ﬂ,aHHbIVI nM Mup, O6IJ.I,aFOTCFI Apyr c¢ Apyrom, BbINOMHAKT 3afaHUA,
CpaKakoTCA € MOHCTpPaMn W MOJly4atoT OfbIT. 3a YAO0BO/ILCTBUE OHW MIaTAT.
NoKynaroT AUCK, OrJlavynBaroT abOHEMEHT W/ npmo6peTar0T KaKMWe-To onuunn.



Bce 3Tv cpecTBa MAYT Ha NOAAEPXKaHUE W Pa3BUTUE UIPbI, a TAKXKe Ha camy
6e30MacHOCTb: COBEPLLEHCTBYHOTCA CMCTEMbI aBTOPU3ALMK, BbIMYCKAKOTCA HOBbIE
natum (LMpOoBbIE 3anNaTKK 418 NPOrpamm), 3aKpbIBatOTCS YS3BUMOCTY CEPBEPOB.

B nof06HbIX Urpax CTOUT onacaTbCsl He CTO/IbKO CBOMX COMEPHUKOB, CKO/bKO
Kpa>ku TBOEro Mapons, Ha KOTOPOM OCHOBaHa CMCTeMa aBTopM3aLum 60NbLLINMHCTBA
urp.

OCHOBHble COBETbI M0 6e30MacHOCTM TBOEr0 MIPOBOr0 aKKayHTa:

1. Ecnm apyron Urpok Bedet cebsi Mnoxo unm co3gaeT Tebe HEMpPUSATHOCTH,
3a6/10KMPYI ero B CNNCKE UFPOKOB;

2. Moxanyica agMUHUCTPATOPaM Mrpbl Ha MI0X0e NOBEAEHNE 3TOr0 UIPOKa,
YKenatenbHO NPUNOXNTbL Kakne-To AoKasaTe/IbCTBa B BUe CKPUHOB,

3. He yKasbIBali MUYHYO MHOPMaLMIO B Npodiaiine urpsbl;
4. YBaxail ipyrnx y4acTHUKOB MO UrpPE;

5. He ycTaHaBnmBal HeohmumanbHble NaTyn U Mofbl;

6. Vicnonb3yin CnoxHble 1 pasHble Naponu;

7. [axke BO BpeMS Urpbl HE CTOUT OTKNKOYaTh aHTUBUPYC. [oKa Tbl UrpaeLlb,
TBOI KOMMNbIOTEP MOTYT 3apasunTb.

OUINUHT WIN Kpa’ka JUIHBIX JAaHHbIX

OGbIYHOW KpadKeil AeHer 1 JOKYMEHTOB CErofiHs Y>Ke HUKOro He YAMBULLb, HO
C pasBUTVEM WHTEPHET-TEXHONOIMMIA  3/10YMbILLIEHHUKA  NEPeMEeCTUINCL B
WHTEPHET, 1 NPOAO/HKAKOT 3aHMMATLCS "N0OMMbIM™ 1eNOM.

Tak nosiBunacb HOBasf Yrpo3a: WHTEPHET-MOLUEHHMYeCTBa WAN (DULLIMHT,
rnaBHas UeNb KOTOPOro COCTOMT B MOMYYEHUUM KOHPUAEHUMAIbHBIX [AHHbLIX
nosb3oBaTe/niein - NOrMHOB 1 naposen. Ha aHrnnickom A3bike phishing untaetcs
Kak (ovwnHr (ot fishing - pbl6Has nosns, password - naposns).

OCHOBHble COBETbI M0 60pbOe C PULLIMHIOM:

1. Cnean 3a CBOMM akKKayHTOM. Ecnm Tbl nMofo3peBaellb, YTO TBOSI aHKeTa
Oblla B3OMaHa, TO Heobxoaumo  3abnokupoBaTb €e U COOOLNTD
aMVHUCTpaTopaM pecypca 06 3TOM KaK MOXXHO CKOpee;

2. |/|CI'IO]'Ib3yI7I 6e30nacHble Be6-CalThbl, B TOM YUC/E, NHTEPHET-MarasnHoB ”
NMONCKOBbLIX CUCTEM;



3. Vcnonb3yil cnoxxHble W pasHble naponn. Takum o6pasom, ecnv Tebs
B3/IOMatOT, TO 3/10YMbILIIEHHUKN MNoayyaT AOCTYN TONbKO K OAHOMY TBOEMY
MPoguI0 B CETH, @ HE KO BCEM;

4. Ecnu Teba B3fomasM, TO HeOO6XOAMMO MpeaynpeauTb BCeX CBOUX
3HaKOMbIX, KOTOpble [06aBfieHbl y Tebsd B ApY3bAX, O TOM, YTO Tebs B3fioMan U,
BO3MOXHO, OT TBOEro MMeHWN BYAeT pacchbliaTbCA Cnam 1 CCbINIKU Ha (PULLNHIOBbIE
CalThbl;

5. YcTaHoBM HafexXHbIin naponb (PIN) Ha MOGUNbHBIA TenetoH;
6. OTK/IOUM COXpaHeHME Napons B bpaysepe;

7. He oTKpbiBaii (haiinbl U Apyrue BMOXKEHUS B MUCbMaXx, [JaXe €CAN OHU
NpULLAM OT TBOMX ApYy3eid. Jlydlle YTOYHM Y HUX, OTNPABASAAM NN OHU Tebe 3Tu
(hainbl.

Mudposas penyranus

LinchpoBasi penytaums - 3T0 HeraTUBHas UM NO3UTUBHAS UHOPMaLMS B CETH
0 Tebe. KomnpomeTupyowas nHhopMaums, pasMellleHHas B UHTEPHETe, MOXET
Cepbe3HbIM 00pa3oM OTpPasUTbCs Ha TBOEW peanbHOM XU3HW. “LindpoBsas
penyTauma” - a3To TBOW UMUK, KOTOPbIA hopMnpyeTcs M3 MHGopmalmmn o Tebe B
NHTEpHeTe.

TBOe MeCTO XXMTeNbCTBa, Y4ebbl, TBOE (DMHAHCOBOE NOJIOXKEHME, 0COBEHHOCTY
XapakTtepa 1 pacckasbl 0 6/IM3KMX - BCE 3TO HaKan/JMBaeTcs B CETU.

MHorvie noAPOCTKM JIErKOMbIC/IEHHO OTHOCATCS K Ny6/MKaumum JIMYHOM
MH(opmauun B VIHTepHeTe, He NOHMMas BO3MOXHbIX MOCMeACTBUA. Thbl faxe He
CMOXeLUb forafarbcs 0 TOM, YTO poTorpadums, pasmeLieHHas 5 neT Hasag, crtana
MPUYMHON 0TKa3a NPUHATL TebS Ha paboTy.

KommeHTapuun, pasmelleHne TBOMX oTorpaduii u Apyrve AeicTBus MoryT
HE WCYE3HYTb AaXe MNOcfe TOro, Kak Tbl MX yAanub. Tbl He 3HaelWb, KTO
COXpaHun 3Ty WH(opMauuto, nonasa /M OHA B MOWCKOBble CUCTEMbI U
COXpaHunachb NI OHa, a rflaBHOe: YTO NoAymatoT O Tebe OKpyKarolime g,
KOTOpble HangyT u yBUAAT 3T0. HailTu MHGOpMaUmio MHOTrO eT CYCTS CMOXET
NHO60M - Kak 13 f06pbIX NOBY)KAEHWNIA, TaK U C HAMEPEHUEM NPUYMHUTL Bped. ITO
MOXET ObITb KTO YroAHO.

OCHOBHbIe COBETbI M0 3aLiuTe LMdpOoBOI penyTaLuu:

1. Moaymait, npexkae Yem 4TO-TO Ny6MKOBaTL M Mepedasatb Y cebs B 6nore
WK B COLMa/IbHOW CeTu;



2. B HacTpoiikax npoduns yCTaHOBWM OrpaHWYeHWs Ha NPOCMOTP TBOEro
Npogus 1 ero Coaep>XMMoro, caenar ero TobKo "ans apysen”;

3. He pa3smewiain n He ykasblBail MH(OpMaLMiO, KOTOpas MOXeT KOro-1m6o
0CKOpO6NATL NN 06UXKATD.

ABTOpCKOE NIPaBo

COBpEMEHHbIE  LUKO/IbHUKM -  aKTUBHbIE  MNOMb30BaTeNN  LMGPOBOro
npoctpaHcTBa. OfHAKO [OaNeKo He BCe 3HAKT, 4YTO MO0/b30BaHWE MHOMMMU
BO3MOXHOCTAMM  UMPOBOro  mupa  TpebyeT  co6GMOAeHWS  npaB  Ha
NHTENNEKTYa/IbHYH COBCTBEHHOCTb.

TepMUH "MHTeNNeKTyanbHass COOCTBEHHOCTb" OTHOCUTCSA K PasNYHbIM
TBOPEHMAM YEIOBEYECKOro YMa, HauuMHas C HOBbIX M300peTeHM M 3HaKOB,
0603HayvaroLMx CO6CTBEHHOCTb Ha MPOAYKTbI U YCNYrK, U 3aKaHUYMBas KHUramu,
(hoTorpagmsamMm, KUHOMUIbMaMM U My3blKa/lbHbIMY NPON3BELEHNSMMN.

ABTOpPCKMe MpaBa - 3TO MNpaBa Ha WHTEN/EKTYa/lbHY0 COOCTBEHHOCTb Ha
Npou3BeAeHUA HayKu, NnTepaTypbl N UCKYCCTBa. ABTOPCKME npasa BbICTYNakT B
KayecTBe rapaHTWUM TOrO, YTO WHTENNEKTYa/lbHbIA/TBOPUECKUIA TPy aBTOpa He
OyfeT HanpacHbIM, [AacT emy ChnpaBef/MBble BO3MOXXHOCTWU 3apaboTaTtb Ha
pesynbTatax CBOEro TpyAa, MOMYyYuUTb M3BECTHOCTb M Mpu3HaHue. Hukto 6e3
paspelleHMa  aBTopa He  MOXeT  BOCMpOU3BOAUTL  €ro  MNpou3BeAeHue,
pacnpocTpaHsATb, My6ANMYHO [EeMOHCTPUPOBaTb, MPOLABaTb, WMMOPTMPOBATD,
nyckaTb B MPOKat, NMy6/IMYHO WCMOSHATL, MOKAa3blBaTb/UCMOMHATL B 3upe nnu
pa3meLlatb B VIHTEpHeTeE.

cnonb3oBaHve "NMpaTCcKoro" nporpaMMHOro obecrieyeHns MOXeT NPUBECTU
K MHOTVIM pYCKaM: OT MOTepu AaHHbIX K TBOMM akKayHTam [0 6/10KMPOBKY TBOErO
YCTPOICTBa, rfAe YCTaHOB/lEHa HeferasibHas nporpamma. He CTOMT Takxke
3abbIBaTb, YTO CYLLECTBYHOT JierajibHble M OecrnsiaTHble Mporpammbl, KOTOpble
MOXHO HalTW B CETMW.

O nopraJe

CeTeBUYOK.p(h - TBOI rNaBHbI COBETUMK B CETU. 3AECH Thl MOXELLb Y3HaTb O
6e30MacHOCTU B CETU MOHATHLIM W AOCTYMHbIM S3bIKOM, a MNPV BO3HUKHOBEHMUY
KPUTWUYECKOI CUTyaln 06paTUThCS 3a COBETOM. A TaKXe MPUHSATb yyacTue B
KOHKYpPCax 1 CTaTb CamMbIM L(POBbLIM FpakaaHUHOM!



